
Netskope Training Courses

Delivery
Instructor-Led Training

Duration
24 hours (3 days)

Cost
30 Training Credits  
per User

Course Description
The Netskope One Administrator course is designed to equip administrators with 
the knowledge and skills necessary to effectively navigate, monitor, and manage 
cloud security policies and digital experience within a real-world environment. 
A core goal is to provide a comprehensive understanding of the Netskope 
infrastructure, including its main components, how they serve requests in the 
data and control planes, basic technical points, and the most common use cases. 
The curriculum also focuses on the practical aspects of designing, implementing, 
and managing Real-time Protection Policies and API Data Protection Policies to 
prevent the unauthorized exfiltration of sensitive data across an organization. 
Furthermore, it aims to clarify the fundamentals and advanced protections offered 
by Netskope Threat Protection, including scanning techniques and User and Entity 
Behavior Analytics (UEBA) capabilities.

The course is structured into twelve main modules, guiding learners through 
a progressive understanding of the Netskope platform. It commences with an 
overview of the Netskope Platform Architecture and Tenant User Interface 
Basics, followed by essential administrative topics such as User Management 
and Traffic Steering. Subsequent modules delve into the Netskope Client, various 
Real-time & API Protection Policies, and Web Security features. The latter part 
of the course concentrates on more advanced security functionalities like the 
Netskope Cloud Firewall, Data Loss Prevention (DLP), and Threat Protection. 
The program concludes with modules on Netskope Advanced Analytics and 
Enhanced Reporting, many of which are complemented by hands-on lab sessions 
to solidify practical application.

Upon successful completion, administrators will possess the expertise to:

•	 Prevent unauthorized data exfiltration, protect against a wide array of cyber 
threats, and proactively identify and respond to anomalous user behavior. 

•	 Leverage Netskope's advanced reporting and analytics features to gain 
deep insights into security events, troubleshoot issues, and drive continuous 
improvement in their cloud security operations.
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Request a demoInterested in learning more?

08/25 TR-920-1

For more information, please contact training@netskope.com

Audience Security Administrators

Duration 24 hours (3 days)

Format Instructor Led Training. Lectures and Hands-On exercises.

Availability Public and Private. Remote.

Prerequisites
(Optional) NCSS - NSCIOTT - Netskope Security Cloud Introductory Online Technical 
Training

Course Modules
1.	 Netskope Platform Architecture

2.	 Netskope Interface Basics 

3.	 User Management I

•	 Lab User Provisioning

4.	 Traffic Steering

5.	 Netskope Client

•	 Lab Netskope Client

6.	 Real-time & API Protection Policies

•	 Lab Restrict access to unsanctioned cloud storage instances

•	 Lab API Data Protection

7.	 Web Security I

•	 Lab Web Security		

•	 Lab SSL decryption bypass

•	 Lab Restrict access to sensitive data from unmanaged devices

8.	 Netskope Cloud Firewall

•	 Lab Netskope Cloud Firewall

9.	 DLP

10.	Threat Protection

•	 Lab Threat protection

11.	Netskope Advanced Analytics I

•	 Lab Netskope Advanced Analytics

12.	Enhanced Reporting
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