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BitSight Vendor SummARY

WHAT IS BITSIGHT VENDOR RISK MANAGEMENT (VRM)?

BitSight VRM is a secure document portal that Netskope utilizes to share confidential security details
with customers. On this portal, customers can access audit reports, copies of our Information Security
policies, completed security questionnaires, and more.

GETTING ACCESS TO BITSIGHT VRM

1. You will receive an invitation from vrm-support@bitsight.com via email.
On the email, you will see a button that says, “Click Here to Register”. You will then be presented
with a registration page.

3. You will be prompted to agree to the BitSight Terms and Conditions and Privacy Policy, which can be
accessed from the links at the bottom of the registration page.

SITSIGHT | 2o Vendor Risk Management

B ThirdPartyTrust is now part of Bitsight

Registration

Personal Information

First Name * Last Name *

Work Phone Number

Account Info

Email *

Password * Confirm Password *
[':,

| agree to the ThirdPartyTrust's Master Subscription Agreement  *

and Privacy Policy.

Register

Already have an account? Click here to login

Netskope Confidential Page | 1



e netskope

4. Insome cases, another person at your company (domain) may have already registered with BitSight
and are in fact the administrators. In this case you will receive a similar message as below and you
will need to reach out to these contacts in your company to approve your request. If these contacts
no longer work for your company, then we request that you reach out to vrm-support@bitsight.com

for assistance.

Hello,

| have created an account and am now presented with the following screen? Do | need to be given access before | can take appropriate next steps? | hav

My Profile

5. You now need to “Approve” the connection to Netskope.
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Pending invite to view someone else’s profile

Company Narme Santby Send Date Directedto Action Due DateStatus
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NAVIGATING TO NETSKOPE’'S ASSURANCE DOCUMENTATION

Once logged into BitSight:

1.

2.

3.

Click “Connections” at the top of the page.

= Connections ® Assurance Programs & Questionnaires &% Scans o Findings

You should now see a list of Vendor Connections — click on the Netskope Icon.

Vendor Connections (1)

Company ~ Impact Score Trust Score Risk Score Departments Labels

- o o

Click on “Data” tab to open all the Netskope Assurance information.
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External Audits/Assessments

Scroll down to the “External Audit/Assessments” section and locate the documentation you wish to
view and click on the blue View button under “Actions”. Examples of available documentation
include Penetration test summary, Netskope Information Security policies, Data Center
certifications, and Business Continuity/Disaster Recovery plans and test results.

The example below shows how to access the Penetration test summary.

External Audits/Assessments

Austting Bosy Troe Achieved

oooold;

You Required Netskope All of these Certifications and Assurance Reports
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5. Scroll down to the “Certifications” section and select the audit report or certifications you wish to
view.

NOTE: if you do not see the certification you may need to click the Hide/Unhide button in the right
corner, as shown in the screenshot below.

Netskope also added these certifications Hide
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CERTIFICATION <
Cloud Computing :
Compliance cs:smt L0 Privacy FedRAMP HIPAA 150 27001 15027018
Controls Catalog... D Shield
“ia
PCIDSS S0C-2 - Type Il bl

Shield

For example, to see Netskope’s SOC 2 Type Il Report click on the AICPA SOC 2 Type Il Icon and click
on the “Eye” icon to view.

FAICPAN

SERVICE ORGANIZATIONS

This opens the SOC 2 Type 2 page. From there click the “Download” icon to get the latest Netskope
SOC 2 Type Il Report.
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SOC-2-Typell

Report on Controls at a Service Organization Relevant to Security, Availability,
Processing Integrity, Confidentiality or Privacy.

& Scope: Company Wide
Acheived: 07-31-2019
%) Expires On:07-31-2020

Type Filename Download

pdf Netskope Final SOC 2 Type 2

NAavIGATING TO NETSkoPE's COMPLETED ASSESSMENTSs

Netskope has completed many industry-recognized security questionnaires, such as the Standardized
Information Gathering (SIG) core and lite assessments, Cloud Security Alliance (CSA) assessment, etc.
These pre-completed assessments are available for customers to access.

1. Click the “External Surveys” tab.

~ Netskope ¢

netskope.com

Tiering Internal Surveys Data External Surveys Breaches Scans Findings Notes Remove & PDF

2. You should now see a list of pre-completed questionnaires completed by Netskope available for
review. Click on any assessment to open and view Netskope’s responses.
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