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Cloud  Exchange

· Exchange Scores
· Compute Averages
· Trigger Actions
· Enable Zero Trust

Key Benefits and Capabilities

Automated response.
Business rules let you automatically activate 
focused actions that reduce risk caused by 
individuals, devices, and/or applications. 

Top risk scores presented in a dashboard.
Use CRE to view one or more user, device and/
or application risk scores from plug-ins like 
CrowdStrike, KnowBe4, Mimecast, BitSight, 
Security Scorecard, and ServiceNow.

Custom score normalization.
You choose how to weight the scores, based on 
your specific business priorities and needs.

Automated response.
Business rules let you automatically activate 
focused actions that reduce risk caused by 
individuals, devices or applications.

Automatic risk reduction using weighted risk 
scores
Cloud Risk Exchange (CRE) is designed to ingest user, device and 
application risk scores, creating a dashboard view of contributors to 
your company’s overall risk score and trend. Trigger risk-reducing 
actions through business rules that are tuned to a weighted score.

Why is Netskope the best choice? 
Netskope CRE comes with Netskope Cloud Exchange, our free platform for 
third-party solution integration. The module includes a library of supported 
plug-ins that can be configured to retrieve user, device and/or application  
scores for products like CrowdStrike, KnowBe4, Mimecast, BitSight (Third 
Party Risk/Vendor Risk Management), Security Scorecard and ServiceNow.. 
Use it with multiple plug-ins for different workflows from one or more 
Netskope tenants.

Get a snapshot of integrated risks and trends:

• See your top concerns at a glance. CRE brings together scores from your 
selected plug-ins, in clear dashboard format.

• Normalize risk scores. Decide for yourself what constitutes a high, medium, or 
low score for each plug-in, adjusting as needed.

• Comprehensive view of risk trends. Identify you riskiest users, devices, and 
applications and compare results over time.

• Take action automatically. Easily set business rules to trigger risk-reducing 
actions based on derived weighted scores.

Netskope Cloud Risk 
Exchange

““It’s really about zero implicit trust, as 

that’s what we want to get rid of ¹.”

 - Neil MacDonald,

 - Distinguished VP Analyst, Gartner 

1 https://www.gartner.com/smarterwithgartner/new-to-zero-trust-security-start-here



Netskope, a global SASE leader, is redefining cloud, data, and network security to help organizations apply zero trust principles to protect data. Fast and easy 
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FEATURE CAPABILITY

Interval configuration Configure the frequency of polling.

Query filtering Filter queries to the exact types of scores desired to be retrieved.

Business rules Designate actions to be taken when a specified trigger occurs.

Alerts
Receive alerts in your IT service management platform or receive notifications
when an action is performed on users, devices or applications. (Requires Netskope Cloud Ticket
Orchestrator module.)

Dashboard

• Shows the average score of all tracked users, devices and applications, the score of the current 
day and the day before, the delta between those scores, and the score trend over a configurable 
time frame.

• Displays top 10 riskiest users (with the lowest weighted score).

• View all and filter capabilities help you find the individual user, device or application scores and 
modify, as needed. 

• Set and modify weights of individual plug-in scores.

Supported plug-ins

• BitSight

• CrowdStrike

• KnowBe4

• Mimecast

• Netskope

• Proofpoint

• Security Scorecard

• ServiceNow

The Netskope Difference
Netskope helps you reduce risk, 
accelerate performance, and provide 
unrivaled visibility into any cloud, web, 
and private application activity. To 
empower safe collaboration, Netskope 
reliably balances trust against risk with 
granular controls that adapt to changes 
in your environment. The Netskope 
platform protects against advanced and 
cloud-enabled threats and safeguards 
data across all vectors (any cloud, any 
app, any user). A single-pass architecture 
delivers a fast user experience and 
simplified operations.

http://www.netskope.com

