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Netskope and Onelogin

Organizations adopt the cloud because it lets employees get their jobs done more quickly and easily. But cloud adoption
also makes it hard to manage employees’ access and enforce usage policies as the traditional perimeter is gone. The
Netskope integration with OnelLogin allows you to discover and sanction cloud services and govern cloud activities and
access based on identity and context, regardless of device or location. With Netskope and OnelLogin, manage your cloud
services in a closed-loop manner, bring all of your cloud services into your identity management fold, and ensure consistent

cloud security and compliance.

’

- Find all cloud services in use
« Onboard and sanction high-use cloud apps
QUICK GLANCE  Ensure compliance with reporting on usage and access
« Create and enforce security and access policies in real-time across sanctioned and unsanctioned apps

« Govern app activities versus blocking apps

THE NETSKOPE AND ONELOGIN INTEGRATION

Cloud services discovery and onboarding
Security teams can discover all cloud services in use with Netskope and on-board the popular and IT-approved ones

with Onelogin, thereby managing the identity and security aspect for employees.

Access to sanctioned apps
Automatically detect and prompt a streamlined workflow to install Netskope app onto device once logged in through

Onelogin. This ensures full visibility and security of cloud usage by employees.

Cloud security policy enforcement across all devices and locations
Set access and DLP controls, like multi-factor authentication and session time limits, to secure sensitive information

and protect employees from online threats.

Comprehensive reporting

Report on all cloud usage for visibility and compliance.



How the Integration Works
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Visibility and control over sanctioned apps. Enforce granular cloud security and access policies over sanctioned apps
such as Microsoft Office 365, Google Apps for Work, Box, Dropbox, ServiceNow, and more.

CRITERIA DESCRIPTION

Cloud services discovery Understand all cloud usage and bring select apps into OneLogin management

Access to sanctioned apps by Enforce controls and gain visibility into cloud use

device attributes, status, etc.

Cloud security policy and Say “yes” to any device because you can govern access and protect data based on context
access enforcement such as identity and activities
Cloud usage reporting Report on cloud usage to inform policy settings and audit for compliance

ABOUT ONELOGIN

Onelogin brings speed and integrity to the modern enterprise with an award-winning single sign-on (SSO) and

cloud identity management platform. Its portfolio of solutions secures connections across all users, all devices, and
every application, helping enterprises drive new levels of business integrity, operational velocity, and team efficiency
across all their cloud and on-premise applications. The choice for innovators of all sizes such as Condé Nast, Pinterest
and Steelcase, OnelLogin manages and secures millions of identities around the globe. For more information, visit

www.onelogin.com.

Netskope is the leader in cloud security. Trusted by the world’s largest companies, Netskope’s cloud-scale security

\ netSkOpe platform enables security professionals to understand risky activities, protect sensitive data, stop online threats, and
respond to incidents in a way that fits how people work. Netskope — cloud with confidence.
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