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The targeted audience for program certifications includes these job roles / types:

• Security Engineer / Security Architect

• Network Engineer

• Support Engineer

• Security Analyst

• Sales Engineer / Systems Engineer

• Professional Services Engineer / Security Consultants

NETSKOPE CERTIFIED CLOUD SECURITY ADMINISTRATOR (NCCSA) – NSK101 EXAM

Netskope Certified Cloud Security Administrator is awarded to cloud security practitioners who have successfully 

completed a 90-minute exam proctored through Pearson VUE, the global expert in test delivery services. This exam 

and certification award replaces the former Netskope Cloud Security Administrator accreditation.

Netskope Certified Cloud Security Administrator recognition is valid for two years from the date of the award. The 

validation is based on the actual date the exam is successfully completed through Pearson VUE. Netskope reserves the 

right to invalidate a certification at any time the Netskope Cloud Security Certification program agreement is violated. 

The Netskope Certified Cloud Security Administrator exam is based on the following industry practitioner profile: 

The candidate understands cloud security concepts and the Netskope platform. They can configure, monitor, and 

perform basic troubleshooting, as required. Successful candidates will have approximately six months of practical 

experience on the Netskope Security Cloud platform, although no requirement is placed on this criterion.

The Netskope Cloud Security Certification Program validates and recognizes 
your knowledge and skill with the Netskope Security Cloud platform and general 
cloud technologies deployed to provide a highly scalable and secure cloud-based 
environment for enterprises across the globe.



Netskope, a global cybersecurity leader, is redefining cloud, data, and network security to help organizations apply Zero Trust 

principles to protect data. The Netskope Intelligent Security Service Edge (SSE) platform is fast, easy to use, and secures 

people, devices, and data anywhere they go. Learn how Netskope helps customers be ready for anything, visit netskope.com
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Confidence Index, and SkopeSights are trademarks of Netskope, Inc. All other trademarks are trademarks of their respective owners. 01/24 TR-557-1

This exam focuses on the following topics

• Cloud Security Concepts

– Cloud security theory

– Common industry compliance standards

– Common cloud service model concepts

– Data-in-motion protection compared to data-at- 
rest concepts

– Web security concepts

– Traffic steering concepts

• Netskope Platform Concepts Basics

– Deployment modes

– Features and architectural benefits

– Security controls

– Cloud security risk management/reduction

• Netskope Platform Management

– Steering traffic to Netskope

– Basic configuration elements

– Real-time inline or API policy configuration
concepts

– Basic administration tasks

• Netskope Platform Monitoring

– Identifying cloud risk using the Cloud Confidence
Index (CCI)

– Event monitoring

• Netskope Platform Troubleshooting

– Common steering issues

– Policy-related misconfigurations

– TLS decryption-related issues

– Collect log files used for service requests

In preparation for taking this exam, the candidate is 

encouraged to use the following resources:

• Access to a Netskope Security Cloud platform tenant

• Netskope Academy training courses

– Netskope Security Cloud Online Introductory
Technical Training (NSCIOTT)

– Netskope Security Cloud Operation &
Administration (NSCO&A)

• Netskope Knowledge Portal

• Publicly available sources of cloud technology training

and resources

The fee for this exam is 2 Netskope Academy Training 

credits purchasable through Netskope. To redeem 

Academy Training Credits, contact  

training@netskope.com.  

Your Credits will be exchanged for a voucher redeemable 

at Pearson VUE.

Alternatively, candidates can pay the fee of $200 USD 

directly to Pearson VUE at the time of registration. 

Register for NSK101 with Pearson Vue at  

https://home.pearsonvue.com/netskope

https://www.netskope.com/services/netskope-security-cloud-introductory-online-technical-training

https://www.netskope.com/services/netskope-security-cloud-introductory-online-technical-training

https://www.netskope.com/services/netskope-security-cloud-operations-and-administration

https://www.netskope.com/services/netskope-security-cloud-operations-and-administration
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